Attribute Certificate Proposal for MExE Domains and Executable Integrity

Entrust Technologies

1. Current MExE Solution

MExE supports four security domains (Operator, Manufacturer, Trusted Third Party, Untrusted).  Downloaded executables obtain specific privileges depending upon which domain it is in.  A device determines the appropriate domain depending upon digital signatures that may exist on the executable.  

If an executable is not signed, then it is placed in the Untrusted domain and receives very few privileges. 

For the Operator domain, a single root certificate exists.  If the executable is signed and verifiable using a certificate chaining back to the Operator root, then it is placed in the Operator domain. 

Similarly, for the Manufacturer domain, a single root certificate exists.  If the executable is signed and verifiable using a certificate chaining back to the Manufacturer root, then it is placed in the Manufacturer domain. 

For the Trusted Third Party domain, many root certificates may exist. If the executable is signed and verifiable using a certificate chaining back to a Trusted Third Party root, then it is placed in the Trusted Third Party domain. 

There are at least three problems that have been identified with this solution:

· If an application is targeted at the Operator domain, for example, then it must be verifiable using certificates chaining back to all possible Operator roots.  This involves the developer obtaining a potentially large number of certificates and managing them all.

· What is to be done with applications which are signed, but whose signature does not validate using any root on the device?  Some argue that these applications should be deleted as they were signed and thus meant for a particular trusted domain.  Therefore they should not be executed in the Untrusted domain.  Others argue that this would deter developers from obtaining signatures on their code since it may not get executed on all devices and thus these applications should be executed in the Untrusted domain.

· Application developers cannot sign an application simply to indicate the source of the application and not to request any specific privileges.

The present MExE solution is described in the following figure that also highlights the problem of what to do with signed, but not verifiable executables:
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2. Attribute Certificate Description

The following description of Attribute Certificates comes from the Introduction section of the Internet Attribute Certificate Profile for Authorization.

   X.509 public key certificates (PKCs) [X.509-1997, X.509-2000,

   PKIXPROF] bind an identity and a public key. An attribute

   certificate (AC) is a structure similar to a PKC; the main

   difference being that the AC contains no public key. An AC may

   contain attributes that specify group membership, role, security

   clearance, or other authorization information associated with the AC

   holder. The syntax for the AC is defined in Recommendation X.509,

   making the term "X.509 certificate" ambiguous.

   Some people constantly confuse PKCs and ACs. An analogy may make the

   distinction clear. A PKC can be considered to be like a passport: it

   identifies the holder, tends to last for a long time, and should not

   be trivial to obtain. An AC is more like an entry visa: it is

   typically issued by a different authority and does not last for as

   long a time. As acquiring an entry visa typically requires

   presenting a passport, getting a visa can be a simpler process.

   Authorization information may be placed in a PKC extension or placed

   in a separate attribute certificate (AC). The placement of

   authorization information in PKCs is usually undesirable for two

   reasons. First, authorization information often does not have the

   same lifetime as the binding of the identity and the public key.

   When authorization information is placed in a PKC extension, the

   general result is the shortening of the PKC useful lifetime. Second,

   the PKC issuer is not usually authoritative for the authorization

   information. This results in additional steps for the PKC issuer to

   obtain authorization information from the authoritative source.

   For these reasons, it is often better to separate authorization

   information from the PKC. Yet, authorization information also needs

   to be bound to an identity. An AC provides this binding; it is

   simply a digitally signed (or certified) identity and set of

   attributes.

   An AC may be used with various security services, including access

   control, data origin authentication, and non-repudiation.

   PKCs can provide an identity to access control decision functions.

   However, in many contexts the identity is not the criterion that is

   used for access control decisions, rather the role or group-

   membership of the accessor is the criterion used. Such access

   control schemes are called role-based access control.

   When making an access control decision based on an AC, an access

   control decision function may need to ensure that the appropriate AC

   holder is the entity that has requested access. One way in which the

   linkage between the request or identity and the AC can be achieved

   is the inclusion of a reference to a PKC within the AC and the use

   of the private key corresponding to the PKC for authentication

   within the access request.

   ACs may also be used in the context of a data origin authentication

   service and a non-repudiation service. In these contexts, the

   attributes contained in the AC provide additional information about

   the signing entity. This information can be used to make sure that

   the entity is authorized to sign the data. This kind of checking

   depends either on the context in which the data is exchanged or on

   the data that has been digitally signed.
3. Proposed Solution

The proposed solution uses Attribute Certificates to grant privileges to executables that correspond to domain membership, instead of using Public Key Certificates.  

Instead of each CA root on the device being associated with a specific trusted domain, devices would only contain public key roots that do not correspond to any domain.  A device could have any number of such roots.  These could be commercially available roots that are commonly used for authenticating individuals (e.g. code signing).  Thus, operators and manufacturers would not be required to become CAs.  These roots would only be used for determining the identity of the signer of the executable.  The presence or lack of a signature alone would not imply any specific privileges for the executable.

In order to determine which domain a particular executable should be placed in, MExE devices should contain an AA root for the Operator domain, an AA root for the Manufacturer domain and any number of AA roots for the Trusted Third Party domain.  Then, if the appropriate AA has granted the executable or executable signer an Attribute Certificate for a domain, the executable is placed in the proper domain.  

In order to keep things simple, it makes sense to only allow one level of Attribute Certificates.  For example, the AA roots should issue Attribute Certificates directly to either the executable or executable signer.

Attribute Certificates can be linked with the executable signer either using the signer’s name (DN from the public key certificate) or directly to the signer’s public key certificate (the certificate issuer’s name and serial number or a hash of the certificate).  In order to prevent problems arising from different CAs issuing certificates with the same name, it is proposed that either the issuer name and serial number or the hash of the certificate be used to link the attribute certificate with a particular public key certificate.  MExE would be required to define simple attributes to place in these Attribute Certificates in order to indicate the domain in which the executable should be placed.  These attributes can be as simple as an OID indicating the domain.  Then, for example, the Operator root AA would issue Attribute Certificates containing the Operator domain OID.

In other words, in order to check the integrity and the privileges of an executable, besides the executable the signature on the executable, the corresponding certificate of the signer and an Attribute Certificate must be given. 

1. The mathematical correctness of the signature on the executable is checked.  If this check fails, the executable is deleted and the procedure stops.

2. The signature on the executable is checked with respect to the corresponding certificate of the signer and for this certificate there should be a valid certificate path to the CA root. If this check fails, the executable is placed in the Untrused domain.  Otherwise, the Attribute Certificate shall contain the signer’s identity or (a representation of) the signer’s certificate and, if this is the case, is checked with respect the corresponding root AA that is internally retrieved by using the domain OID in the Attribute Certificate. 

3. If this check fails or the corresponding root AA does not exist, the executable may be executed in the UNTRUSTED domain, otherwise in the domain indicated by the domain OID.

This solves the three problems mentioned above in the following ways:

· Since the signature is only used for authentication, executables only need to be signed once using a common CA root certificate.  Then most (all?) devices would be able to verify the signature.  Separate Attribute Certificates would be required for each Operator, say, but the executable only needs to be signed once.

· Since the presence or lack of a signature does not necessarily imply any privileges required or granted, it makes sense to consider Untrusted any executable that isn’t signed, to delete any executable whose signature doesn’t verify (as an integrity check), to consider Untrusted any executable whose signature chain verifies but does not have a valid Attribute Certificate, to display the signature information of any valid signature and to place an executable in the appropriate domain if a valid Attribute Certificate exists.

· Application developers could sign an application simply to indicate the source of the application and not to request any specific privileges.

The proposed solution can be viewed in the following diagram:
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